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TONG HOP Y KIEN
vé xay dwng Quy dinh, Quy trinh bdo mat hé théng CNTT
tai Hoc vién Bao chi va Tuyén truyén

1 Tang cuwdng cong tac tuyén truyén, phd bién vé tinh hinh va cac nguy GO mat an
toan théng tin déi voi nguoi ldnh dao, chi huy cung nhw can bd, nhan vién trong viéc
str dung cdng nghé thong tin - vién thong;

2. Nang cao nang luc doi ngli chuyén trach vé bdo mat hé théng CNTT;

Hoat dong tan cong khong gian mang rat da dang nhu: lam mat két nGi Internet; gia
mao, danh sap cac website; phat tn ma doc tong tién; tan cong cé chu dich.... Khong
nhitng thé, cac hoat dong nay thwong c6 xu hudng ngay cang tinh vi va bién déi kho
lwong. Vi vay, viéc nang cao nang luc déi ngli chuyén trach phai dwgc thuwc hién bang
cac hinh thtrc da dang, phong phu va linh hoat.

Muc tiéu nham trang bi cho can bd ky thuat kién thic, ky ning, kinh nghiém thuc
t€ va sy nhanh nhay, &ng ph6 xi ly tinh hudng khi xdy ra tdn céng mang, nguy co,
mdi de doa vé an toan doi véi cac hé thong thong tin, gép phan tuyén truyén, phd bién
nang cao nhan thirc va trach nhiém cua cac co quan, t6 chi*c va ngudi su dung vé an
toan thong tin. Qua d6, gilp can bd k¥ thuat cé kinh nghiém thuc tién dé tv tin hon
khi (rng pho, x ly treéc cac cudc tan cong mang vao hé thong chuyén nganh.

3. Nang cao y thic phong tranh, tw vé va su dung bién phéap ky thuat cua nguoi

dung cudi;

Y thitc chinh tri, trach nhiém, nghia vu ctia ca nhan ddi voi nhiém vu béo vé khéng
gian mang can dwgc nang cao. Moi ngudi dung can nghién clru va st dung toi cac
bién phap ky thuat bdo ddm ATTT nhw: thwong xuyén cap nhat phan mem, hé diéu

hanh may tinh ca nhan Ién phién bdn mdi nhat; bdo vé tai khoan cd nhan bang xac



thuwc mat khau 2 16p; tao thoi quen quét virus trudc khi mo file; thuc hién sao luu du

phong trén 6 clrng ngoai, mang ndi bd hoac trén cac dich vu luu trlr ddm may.

Mbdi ngudi ding cling can tuan thi cac quy tic an toan théng tin nhu: tuvét doi
khong tai cac file dinh kem hodc nhdp vao dwong link khong rd ngudn gbc; Han ché

két n6i cac thiét bi ngoai vi (USB, 0 clrng) véi may tinh ca nhan & co quan...

4. Tang cuong cac bién phap nghiép vu, to chirc dién tap bao dam an toan an ninh
thong tin cho cac Hé thong thong tin cla Hoc viénd; phdi hop chét ché véi cac don vi
luc luemg dé chi dong phong ngira, xt ly cac tinh huéng phat sinh trong linh vic an
toan an ninh thong tin d6i voi cac QO's¢ ha tang mang va Hé théng thong tin;

5. Vé ky thuat va cébng nghé phai tang cuong cac giai phap ky thuat bao dam an

toan va bao mat thong tin: tirng budc trién khai cac san pham ma hoa thong tin; ap
dung giai phap chitrng thuc dién t&r va chir ky so; trién khai hé thong giam séat an toan

thong tin trén cac mang cong nghé théng tin trong yéu;
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